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The arguments and the vision for a 
[Personal] Data Internetwork (PDI)





Our vision for the future is …



… to build a [Personal] Data Internetwork

PDI 
(aka PD-ICN)



an overlay network over the existing 
Internet for connecting data owners, data 
marketplaces, and data consumers in a 
fair, trustworthy, and democratic manner 
that copies the paradigm of the Internet





Seed 1: AI needs data



BUT

owners of knowledge ≠ owners of data



Seed 2: Most privacy problems of the web 
are due to its broken economics model

• Free data
• For free service

– payment “in kind’’
– no cash

You Online Service

data



BAD for privacy!
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(tracking is cheap) (no payments to users) (collect … everything)



BAD for sustainability!



Seed 3: Find a new exciting problem for 
networking



Others of course have taken notice



Entities trading with data

Personal Data Aggregate Data (B2B) for training ML algorithms



We checked more than 190 companies offering data products and services 
in order to understand how data is traded nowadays1

15
1 S. Andrés Azcoitia, N. Laoutaris. “A Survey of Data Marketplaces and 
Their Business Models”, SIGMOD Record Sept’22



Data is an elusive “commodity”
• Data is the new oil

– But oil cannot be 

copied/transmitted/processed at 0 cost

• Data vs. digital content 

– Authorship is not obvious

– Top Gun 2 ⇒ Tom Cruise

– But who’s the “author” of a list of URLs?

• It is not really a commodity

– 1 litre of gasoline gives the same mileage 

–  But the same data:

• Vastly different value for different services

• Even for the same service (different intensity 
of use) 



Challenge 1: Pricing



A quiz

How valuable is this? How about this?



A quiz

And this?



Challenge 2: Federation



Fragmentation vs. Monopoly

We checked more than 190 companies 
offering data products and services in order 

to understand how data is traded 



EU governments have taken notice



Industrial/standardisation activity



Industrial/standardisation activity





A case of ATM vs. IP?



Lot’s of regulatory activity



Lot’s of funding opportunities



Challenge 3: Ownership



Physical ownership Digital ownership



Dataset ownership: The Problem 

Honest 
Seller

Honest 
Buyer

Malicious 
Buyer

• The Malicious Buyer distributes the data of 
the Honest Seller without her consent.

• Can re-appear as a Dishonest Seller (or 
pass it to somebody else for this purpose) 
and act like an Honest Seller.

Dishonest 
Seller

• How can the Honest Seller prove 
his original ownership of the data?

• How can the Honest Seller discover 
who the Malicious buyer was?



What should we work on?
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STATE OF THE ART
(actors, value chain, data trading, challenges)

VALUE 
OF 

DATA?

HOW TO 
BUY 

DATA?

MP 
DESIGN

DATA 
OWNER-

SHIP

DATA ECONOMY



Buyer’s problem

1. How useful is a dataset 
for me?

2. How does its value 
change when combined?



Buyer’s problem

S. Andrés Azcoitia and N. Laoutaris. 2022. “Try before you buy: a practical data purchasing algorithm for 
real-world data marketplaces”. In Proc. of the 1st ACM Workshop on the Data Economy (DE '22).

# individuals’ data  purchased # individuals’ data  purchased

Just giving buyers’ a hint of 
the accuracy of a dataset in 
their specific task significantly 
increases their profit in 
sourcing operations with data 
marketplaces, …

… and decreases the amount 
of information they need to 
buy to achieve their desired 
results, hence protecting 
privacy, as well



What should we work on?
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Seller’s problem

“Tech changes, economic laws 
do not” (Shapiro & Varian 98)...

Market study

Price-elasticity

Competition-level 

Psychology

Value-based pricing

Dynamic pricing

… and pricing data 
brings additional 
problems

1. Value strongly depends on the buyer
2. Data maybe be easily replicated
3. Different Buyers … different 

intensity of use

Nice paper

MM$ benefit by 
targeting sales

Uses it once

Repeated use



S. Andrés Azcoitia, M. Paraschiv, and N. Laoutaris. 2022. 
“Computing the relative value of spatio-temporal data in data 
marketplaces”. In Proc. of ACM SIGSPATIAL'22.

S. Andrés Azcoitia, C. Iordanou and Nikolaos Laoutaris. 
2023. “Understanding the Price of Data in Commercial Data 
Marketplaces”. Accepted for publication in IEEE ICDE’23.
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We found a wide range of prices for different data products, which depend 
on the category or industry, as well

Boxplot of prices by industry in AWS

Boxplot of prices by category in DataRade
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… and that the price and the value of data is not necessarily proportional to 
its volume, but depends on ‘what’ kind of data it is and other factors

Shapley seems to be a “necessary evil” to capture 

the importance of data to a given ML task which 

simpler heuristics based on volume and LOO fail to 

approximate.

We EVEN found context-specific heuristics measuring 

valuable inherent features of data, such as its 

averageness or its diversity, which do better 

approximate Shapley values

We scraped 10 DMs and added information from other 

30 providers to based on +200k products from +2k 

providers, and +4k price references.

To understand the features driving the price of data , we 

managed to fit the prices of commercial products using 

regression models on top of their metadata features. We 

found that it is both ‘volume’ and specific characteristics 

of data products usually captured by their ‘descriptions’ 

that determine 66% of data prices



What should we work on?
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Data ownership technology plane 

   FL

Exchange model 
updates instead 

of raw data 

Exchanging 
actual data



Data ownership-Watermarking 

● Watermarking is a process of : adding some 
distortion in a data content by using a secret 
(w/o destroying data utility).

● Resilient to certain attacks (e.g., guess, 
destroy)

● Remove watermark → Data utility loss

● Traitor detection:  by generating a unique 
watermark per buyer (fingerprinting).

● Watermarking various types of assets:
– Audio, images, video, text,…
– Databases
– ML models 



Frequency-based (FreqY) Watermarking

Opt. WM: Choose max # of pairs 
s.t. the budget (min similarity 

required) is not exceeded

How would it work?
● Dataset: a dataset with a power-law 

distribution of its frequency/histogram 
(e.g., websites visited).

● Modify the frequencies by using a high 
entropy secret. 

● Create a (new) histogram satisfying : 

– Preservation of ranking/order 

– Budget:  minimum similarity to the 
original histogram (e.g., cosine)

● How? Create a relation between (some) 
pairs based on the secret.



Federated Learning (FL)
• Up-to-date: continuously learn from 

real-time web data gathered by users

Aggregation
Local update

Global model
• Being distributed with privacy: users 

train the classifier locally using personal 
data



Attacks in FL
Poisoning attacks Privacy attacks

Aggregation

label- flipping attack backdoor attack



FL Classifier for Sensitive content

A FL classifier capable of detecting URLs 
containing sensitive content in real-time

when you visit a webpage, it pops up 
which category this webpage falls in

T. Chu, A. Garcia-Recuero, C. Iordanou, G. Smaragdakis, N. 
Laoutaris. “Securing Federated Sensitive Topic Classification 
against Poisoning Attacks”. In Proc. of NDSS'23.



Reputation-based FL Aggregation11

Attack 
Detection 
scheme

Reputation 
Score

Step 2.  Train 
local model 

and send local 
updates 

Step 3.  
Aggregation

Process 

Global Model

Honest 
Clients

Malicious  
Clients

Server

Local update
Poisoned 

update

Step 1. 
Broadcast 
the global 
model

Step 4.  
Update 
global 
model 



Evaluation



Leveraging Quadratic Voting in FL

Incorporate quadratic voting (QV) 
into an FL setting to provide a 
truthful mechanism in order to 

• Fight poisoning attacks and 
extend it to support unequal 
voting budgets  with the 
reputation score of each peer

• Extend it to other 
Byzantine-robust FL 
frameworks as a general 
design principle



What should we work on?
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Data Marketplace design 

Existing approaches What we seek instead
THE WEB

● Open
● Distributed
● Democratic
● Easy to bootstrap
… a standard?



[Personal] Data Internetwork

PDI 



A distributed Data Inter-Network

Access Personal Data Router

Backbone Personal Data Router

N. Laoutaris and C. Iordanou, “What do Information Centric Networks, 
Trusted Execution Environments, and Digital Watermarking have to do 
with Privacy, the Data Economy, and their future?,” ACM CCR, Vol. 51, No. 
1, Jan. 2021.



Named Data Networking (NDN) 
and Data Marketplace Federation



Named Data Networking (NDN) 
and Data Marketplace Federation



1st ACM Data Economy Workshop



2nd ACM Data Economy Workshop



Thank you!


