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Tragedy of the commons around privacy

_ Garrett Hardin, 1968
Internet company in |

Web Economy ... crossing privacy red lines

vk N DAY
The “commons’”; consumer trust on the web and it's business models




B ig I d e a # 1 - Obvious in retrospect

The importance of Transparency (Software)

“Sunlight is the
best disinfectant.

”

-LOUIS BRANDEIS

“Publicity is justly commended as a
remedy for social and industrial diseases.

Sunlight is said to be the best of disinfectants;
electric light the most efficient policeman.”

—U.S. Supreme Court Justice Louis D. Brandeis,
“What Publicity Can Do,” Harper’s Weekly,
December 20, 1913




A first of its kind Transparency Tool

Sheriff

Detecting Price

Discrimination
Jakub Mikians
1. Select price 2. Check it
UPC (now Amazon)
Availability: In Stock M
. het
Price: §200.50 ${EEXT, 189.00 |
o cl
Check it lm
10 or more $105.40 :
3. Examine differences
S, Safari, Spain $189.00
Firefox, Spain $189.00
m, Liege $165.99
Sa0 Paulo $189.00 Kostas lordanou
d, Tampere $189.00 .
iny, Berlin $201.50 Telefonica-UC3M




(-3 eyeWnder Ads
-~ Analyzer

Tools & Options

Browsing History Tools J

eyeWnder Options J

Detected Ads are annotated with the
following images. & @ Click when
you see one to get more info about the Ad.

Note that eyeWnder Ad detection is not

working when you are also using an Ad
Blocking extension.

0% 100%

Training Status: 100%

For more information click here - Ver. 0.1.3

Detects & annotates all
rendered ads

WIGEDB

CULTURE DESIGN SCIENCE SECURITY

. Sanggood

KALOAD Z40
Smart Watch ’ . Fprin
B

WIGED

CULTURE DESIGN SCIENCE SECURITY

%Deberia comprar acciones ahora?
Si tiene una cartera de valores igual o superior a Deeaibe
350.000 €, y quiere saber mas sobre la direccién del
mercado de valores, lea nuestra guia "Perspectivas
de los mercados". FISHER INVESTMENTS ESPANA

mas aqui!




eyeWnder Ad Results - Ad ID: 7dd66¢cfb-38a3-45a0-9cfc-d64d0f5b195d

Check your browsing history using the eyeWnder analysis tool:  Analysis Tool

Selected Advertisement

User Feedback: [ Do you think it was a targeted ad? ]

Users Demographics Similarity

Seen by 3 users ( 0 = Not so Similar, 1 = Very Similar ) show more
How similar are you to

others that have seen this [ B |
ad?

0 0.1 0.2 0.3 04 0.5 0.6 0.7 0.8 0.9 1.0

Advertisement Information Table

This ad takes you to: | https://subscribe.wired.com/subscribe/wired/103100?source=WIR_Footer_IntITargeting_Apr16

People & Society > Men's Interests
This ad is about: | Books & Literature > Magazines
News > Technology News

Analyze Advertisement

Get Intermediaries

eyeWnder ©




B ig I d e a #2 - NOT obvious even in retrospect

~

" Most problems of the
web are due to its
broken economics model

N P

 Free data

 For free service
— payment “in kind”
— no cash




BAD for privacy!

(tracking is cheap) (no payments to users) (collect ... everything)
You Online Service ] 4 (

Moore's Law - The number of
transistors and resistors on a chip
doubles every 24 months

{/ ALLYOU %,
CANEAT | .

BUFFET

search
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BAD for sustainability!

alamy stock photo ‘




Entities trading with data

Data Providers
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Who we are / What we do

minstit

~imdea Q =

networks

' The Data Transparency

* Group tackles important

':_ |5robl'ems'on the forefront of
the mterplay between
technology, society, public

.
) 0 ® 0 o

pollcy and economlcs

Home

The Data Transparency Group (DTG) is
employing a mix of network measurements,
distributed systems building, algorithms, and
machine learning to study problems and propose
solutions to transparency issues related to data
privacy, the economics of data, information and
disinformation spread, and automated decision
making via machine learning algorithms. The
objective of the group is to tackle important

minstitute
e IM d ea Research v What's new v About Us Careers

networks

Publications Research What’s new! Job offers Contact

Dr. Nikolaos Laoutaris
Team leader / Research Professor

More info —

Dr. Elisa Cabana Dr. Marius Paraschiv  Dr. Alvaro Garcia Santiago Andrés

Devris isler Tianyue Chu
Post-Doc Researcher Post-Doc Researcher Post-Doc Researcher PhD Student PhD Student PhD Student
PIMCITY PROJECT

PIMCity project has received funding from the European Union Horizon
2020 Research and Innovation Programme under Grant Agreement No.
871370

m European
Commission

1. Pricing of personal & aggregated data
2. Ownership of data
3. Data marketplace design




A quiz

How valuable is this? How about this?

iPhone 12
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Divorced
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Separated
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A quiz

Handlers-cleaners
Handlers-cleaners
Prof-specialty
Exec-managerial
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Prof-specialty
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Buyer’s problem

1. How useful is a dataset 2. How does its value
for me? oo change when combined?

Automobiles

1996 FORD F250 XLT EXTEND-
ED CAB 460, Auto, White, Ex-
cellent Condition, Runs Perfect,
Only has two little rust spots. No
body work. New Brakes, New Ex-
haust, Good Tires, Too Much To
List. $8700.00

1998 GMC YUKON 285,000 mi.,
$1,800 414-254-0906

2001 HONDA CIVIC 182K, new .
a/c, alternator & tires. $1,100 3n Antonio
OBO. 262-534-5777. HP)

28900 EUR
Bmw

X5
xDrive30d
89,000 km
2015




Seller’s problem

“Tech changes, economic laws ... and pricing data brings
do not” (Shapiro & Varian 98)... additional problems

THE
STRATEGY
AND
TACTICSOF

PRICING

A Guide to
Growing More Profitably

MICROECONOMICS  E DESIGNER'S GUIDE T0 1

MARKETING

Value strongly depends on the buyer
2. Data maybe be easily replicated

3. Different Buyers ... different intensity
of use

et R ; Uses it once
el ilean &
N ]
- 2l 0ea niepsper
A Strategic Guide to the i
Network Economy , : :

CARL SHApIRO AND
HaL R. VARIAN

' MMS benefit by
Market study Psychology \/ targeting sales
Price-elasticity Value-based pricing

Competition-level Dynamic pricing Repeated use




Physical ownership Digital ownership

MAKE A DIFFERENCE -
B® Microsoft

Office
Professional
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Dataset ownership
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Honest Honest Malicious Dishonest
Seller Buyer Buyer Seller
(©)
e 0
) 4 (o ammo

* The Malicious Buyer distributes the data of
the Honest Seller without her consent.

« Canre-appear as a Dishonest Seller (or .
pass it to somebody else for this purpose)
and act like an Honest Seller.

How can the Honest Seller prove
his original ownership of the data?

How can the Honest Seller discover
who the Malicious buyer was?



Data Marketplace design

Existing approaches What we seek instead

THE WEB

Open

Distributed
Democratic

Easy to bootstrap
... a standard?




A distributed Data Inter-Network

Internet

ISP3 ISP(n)
Router Backbone Network Router
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