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Internet company in 
Web Economy … crossing privacy red lines

The “commons”: consumer trust on the web and it’s business models

Garrett Hardin, 1968

Tragedy of the commons around privacy



Big Idea #1 - Obvious in retrospect

The importance of Transparency (Software)



A first of its kind Transparency Tool

Jakub Mikians
UPC (now Amazon)

Kostas Iordanou
Telefonica-UC3M



Detects & annotates all 
rendered ads





Big Idea #2 - NOT obvious even in retrospect

Most problems of the 
web are due to its 

broken economics model

• Free data
• For free service

– payment “in kind’’
– no cash

You Online Service

data



BAD for privacy!
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(tracking is cheap) (no payments to users) (collect … everything)



BAD for sustainability!



Entities trading with data



Who we are / What we do

1. Pricing of personal & aggregated data
2. Ownership of data
3. Data marketplace design 



A quiz

How valuable is this? How about this?



A quiz

And this?



Buyer’s problem

1. How useful is a dataset 
for me?

2. How does its value 
change when combined?



Seller’s problem

“Tech changes, economic laws 
do not” (Shapiro & Varian 98)...

Market study
Price-elasticity
Competition-level 

Psychology
Value-based pricing
Dynamic pricing

… and pricing data brings 
additional problems

1. Value strongly depends on the buyer
2. Data maybe be easily replicated
3. Different Buyers … different intensity 

of use

Nice paper

MM$ benefit by 
targeting sales

Uses it once

Repeated use



Physical ownership Digital ownership



Dataset ownership 

Honest 
Seller

Honest 
Buyer

Malicious 
Buyer

• The Malicious Buyer distributes the data of 
the Honest Seller without her consent.

• Can re-appear as a Dishonest Seller (or 
pass it to somebody else for this purpose) 
and act like an Honest Seller.

Dishonest 
Seller

• How can the Honest Seller prove 
his original ownership of the data?

• How can the Honest Seller discover 
who the Malicious buyer was?



Data Marketplace design 

Existing approaches What we seek instead
THE WEB

● Open
● Distributed
● Democratic
● Easy to bootstrap

… a standard?



A distributed Data Inter-Network

Access Personal Data Router

Backbone Personal Data Router



Thank you!

I          DTG
I hate Tragedy


