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First ever display ad (1994)
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X Window System 11 Windows » Macintosh
Welcome to NCSA Mosaic, an Internet information browser and World Wide Web client. NCSA
Mosaic was developed at the National Center for Supercomputing Applications at the
University of Illinois in =--> Urbana-Champaign. NCSA Mosaic software is copyrighted by
The Board of Trustees of the University of Illinois (Ul)., and ownership remains with the
ur,
Jan "97
The Software Development Group at NCSA has worked on NCSA Mosaic for nearly four years
and we've learned a lot in the process. We are honored that we were able to help bring
this technology to the masses and appreciated all the support and feedback we have
received in return. However, the time has come for us to concentrate our limited
rosources in other areas of interest and development on Mosaic is complete.
All information about the Mosale project i1s avallable from the homepages. u
NCSA Mosaic Platforms:
® NCSA Mosaic for the X Window System
@ NCSA Mosaic for the Apple Macintosh
® NCSA Mosaic for Microsoft Windows
World Wide Web Resources The following resources are available to help introduce you to
cybarspace and keep track of its growth:
® A glossary of World Wide Web terms and acronyms
® An INDEX to Mosaic related documents
® NCSA Mosaic Access Page for persons with disabilities
® Mosaic and WaW related Tutoriasls
® Internet Resources Meta-Index st NCSA |
NUM

You did! Now let's see what else you'll do.

We hope you will find this area interesting and exciting. For those of you unfortunate souls who don't
yet have fiber to the home, we've tried to keep file sizes small and download times short.
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Have you ever toured an art museum without leaving your
seat?
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Have you ever wanted to learn more about the latest in
technology from AT&T? ||
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Please help us improve this snacem

“Criticism is easy. Art is difficul.”

Le Gloricux [1732], act II, scene 6
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© Copyright 1994 AT&T
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Design and production: TANGENT Design/Communications, Ine.



Some history

OF DIGITAL MARKETING
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% of digital advertising is display (banners)

Half year 2018 Half year 2019
($49.5 billion ($57.9 billion)
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https://www.iab.com/insights/internet-advertising-revenue-2019-half-year/



Programmatic RTB auctions in action
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{1) User visits
publisher’s |
webpage

(7) “charge price” and
“impression rendered” notificatior

(4) Retrieve user interests,

User Trackin
& geolocation, behavior

Data Hub:
DMP, Data Broker, etc.



How about
these ones?

BUSINESS.
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Gene Moore's Facebook Live
Holiday Concert (VIDEO)

Motown Gospel artist Gene Moore concludes
#MusicMondays series with Facebook Live

concert!

The Kingdom Kees of
Marriage: Designed 1o Be
Different

My wife and | are different Though we
wholeheartedly believe that we Biblically became
one flesh on Aug. 21, 2004, the process of...

#MusicMondays With Gene
Moore: Get To Know The Man
Behind The Music (EXCLUSI...

Have you noticed how Moore blends R&B and
soul with jazz and gospel?

Is this ad
targeted?

SHOP RINGS »

1 Next »




Why do we need to know if an ad has been targeted?

Enforcement of data protection laws & self-regulation initiatives:

EU GDPR - no targeting on sensitive personal data
- FTC COPPA - no targeting on minors
. AdChoice, DNT - do they work?

Advertising analytics:

Who targets a particular audience?
Which audiences are more targeted?



State of the art: Content-based detection

1. Label visited web-pages
2. Label received ads
3. Compute correlation

Passive - web-log analysis (Sunlight, Lecuyer et al., CCS’15 )

Active - artificial “personas” (Carrascosa et al., CONEXT'15 )



Artificial persona based detection

S .
CLEAN PROFILE/BROWSER
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TRAINING WEBPAGES



Limitations of content-based detection
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Not scalable Trump’s Campaign Targeted His
. Supporters’ Favorite TV Shows: NCIS and
Intrusive The Walking Dead

Cannot detect implicit
targeting

If you saw some very specific (and ostensibly,
very compelling) pro-Trump commercials
during your favorite programs this year, that’s
because Jared Kushner knows exactly what
you like, both in terms of TV preferences and
political priorities. In a new Forbes interview,
the real-estate developer, husband of Ivanka
Trump, and head of the Trump campaign’s
data operation explains in detail how he

helped the president-elect utilize supporter
Photo: Gene Page/AMC data to create a targeted advertising strategy.
For example, if you're a viewer who loves CBS
and AMC, but hates the Affordable Care Act and the alleged threat of
immigration, your viewing experience probably featured some Trump ads.
As Forbes reports:



Sometimes it's all about changing view point
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Targeted ads follow you around

Detection via simple counting
No need for content analysis
No NLP, No ML

No need to inject traffic

Real-time

No prob with indirect targeting



A simple algorithm

Algorithm 1 The count-based algorithm for ad a seen by user u

Require:

[

Counters:

#Usersy > Number of other users that observe ad «
#Domains, o > Number of domains that user u observe ad «
Thresholds:

Usersiy, > Users threshold based on all users
Domainsy, 4, > Domains threshold for a specific user u

if #Users, < Usersy, AND #Domains, o > Domainsy,
then

Targeted ad
else

Non-targeted ad




(=3 eyeWnder Ads
- Analyzer

Tools & Options

Browsing History Tools J

eyeWnder Options J

Detected Ads are annotated with the

following images. 2 W

Click when

you see one to get more info about the Ad.

Mote that eyeWnder Ad detection is not
working when you are also using an Ad
Blocking extension.

0% M

100%

Training Status:

100%

For more information click here - Ver. 0.1.3

Detects & annotates all rendered
ads

WIGED

SCIENCE SECURITY

Bang good

S~ . com

KALOAD Z40 a
Smart Watch

Lowest Price

$29.99

WIGED

CULTURE DESIGN SCIENCE SECURITY

@ ; :
¢ Deberia comprar acciones ahora?

Si tiene una cartera de valores igual o superior a ool
350.000 €, y quiere saber mas sobre la direccién del
mercado de valores, lea nuestra guia "Perspectivas
de los mercados”. FISHER INVESTMENTS ESPANA’

mas aqui!




eyveWwnder Ad Results - Ad ID: 7dd66cfb-38a3-45a0-9cfc-d64d0f5b195d

Check your browsing history using the eyeWnder analysis tool:  analysis Tool

Selected Advertisement

User Feedback: [ Do you think it was a targeted ad? E]

Users Demographics Similarity

Seen by 3 users ( 0 = Not so Similar, 1 = Very Similar ) show more
How similar are you to

others that have seen this D . 000 |

ad?
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

Advertisement Information Table

This ad takes you to: | https://subscribe.wired.com/subscribe/wired/1031007source=WIR_Footer_|ntiTargeting_Apr16

Pecple & Society > Men's Interests
This ad is about: | Books & Literature > Magazines
MNews > Technology News

Analyze Advertisement

Get Intermediaries

eyeWnder @




Detecting targeted ads with eyeWnder

System architecture and information flow

Evaluation

Frond-end Back-end
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Detecting targeted ads with eyeWnder

Privacy preserving protocol

Browser

Extensions CMS Sketches Blindings Final CMS

(i’\ 0 1 1| ... 1l o | 2] .. T T S A I 1l 1]
. 1ol . |+l5lo0ofl2|..]l=l6|lo0]2].. 6 | o | 2

® | 7
3 110 o|.. 2 |1 5| .. 3 -1 5| .. -
. 1|21 .|+l 228 ]|..|=]1]|3]9].. 1139 .. ‘
> i 3] . 2] . 2] Back-end Server

Actual Sum Blindings Sum Final Sum
2 2 2 0 0 0 2 2 2
2 2 3 0 0 0 2 2 3
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Impact of the privacy preserving protocol

0.30 —— Week 1 Actual Act Th: 2.25

0.25 - —-—- Week 1 CMS CMS Th: 2.30
> — Week 2 Actual Act Th: 3.26
% 0.20 - -==_ Week 2 CMS CMS_Th: 3.33
A — Week 3 Actual Act Th: 2.54
2 0.15 Week 3 CMS CMS Th: 2.62
B
L; 0.10 -
(a1

0.05 -

0.00 - | | | |

2 4 6 8 10
# Users

The effect of the privacy preserving protocol on the computation of the #User
distribution (humber of users who saw a given ad a) and its threshold for three
different weeks.



Simulation: <2% false positives, few false negatives

e _ Mean
L Mean+
© 801 Median
Q
2
S 60 -
S g
=
g 40- 1
L B 1
20 - I T
" 5 .
'I' -
0 1 1 1 1 1 1 1 1 1

1 2 3 4 5 o 7 8 9 10 11 12
Frequency cap

False Negatives % Vs. Frequency Cap using two different thresholds
(Mean, Mean + Median) for both variables (#Usersa , #Domainsu,a)



(the most painful) Live validation (ever)

1000 users within 1 year

100 from CrowdFlower for 3 weeks

Users from all over the world

6743 ads within the 3 weeks control experiment

NO GROUND TRUTH!!!

Real time parallel crawling to detect static ads

Combination of manual and semi automatic inspection of targeted ads



Detecting targeted ads with eyeWnder

Evaluation of non targeted

Evaluation results

eyeWnder
Classification

Total Ads = 6743 1 100%

Evaluation of targeted

TN(CR)
27.27%

43551 91.28%

as semantic
overlap

136 | 3.13%

Labeled
by CF

Targeted
by CF

UNKNOWN
96.87%

Static Ads = 65601 97.29% Targeted Ads =183 1 2.71%

No Yes

\Targeled P

1. Check if we detect
the ad using clean
profile (Crawling)

160 | 95.8%

4161 8.71%

Targeted
by CB

Labeled
by CF

Yes No

FP(CF)
16.67%

FN(CF)
66.91%

UNKNOWN
92.5%

1217.5%

as semanti

overlap

Targeted

by CF

16

Yes

1671 91.26%

Targeted
by CB

Yes

TP(CF)
83.34%

FP(CR)
8.74%

71 4.2%

Yes

TP(CB)
4.19%
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Detecting targeted ads with eyeWnder

Evaluation results

eyeWnder
Classification

Static Ads = 65601 97.29%
No

Total Ads = 6743 | 100%
Evaluation of targeted

16 FP(CR)

Evaluation of non targeted

TN(CR) 1789

\Targeled P

2. Check using content
based detection
(Semantic overlap)

A\ 8.71%

Labeled
by CF

Targeted
by CB

Targeted
by CF

Targeted
by CF

TP(CB)
4.19%

UNKNOWN
96.87%
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Detecting targeted ads with eyeWnder

Evaluation results

eyeWnder
Classification

Static Ads = 6560 | 97.29%
No \Targeled

Total Ads = 6743 | 100%
Evaluation of targeted

16 FP(CR)

1671 91.26%

Evaluation of non targeted

r

TN(CR) 1789 Targeted Ads = 183 | 2.71%

27.27%

3. Check real users
annotation

1601 95.8% as semanti

overlap

Yes

4161 8.71% 71 4.2%

Targeted
by CB

Targeted
by CB

Yes

Targeted

by CF
No

Yes

: by CF

UNKNOWN TN(CF) " FN(CF) UNKNOWN FP(CF) TP(CB)
96.87% 33.09% 66.91% 92.5% 16.67% 4.19%
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Detecting targeted ads with eyeWnder

Evaluation results

eyeWnder

= %
Clasaifioation ) TOt@l Ads = 67431100

Evaluation of targeted

FP(CR)
8.74%

Evaluation of non targeted
TN(CFI M&am Ads - 65601 87.20%
2? 27% in CR

4. Check Unknown

16

Targeted Ads = 1831 2.71%
S Yes

Targeted

1671 91.26%

1601 95.8% as semanti

overlap Yes

4355 | 91.48%

Yes

4161 8.71%

1217.5% Targeted

by CB

Labeled
by CF

136 | 3.13% Targeted

by CB

Yes Ves

Targeted
by CF

Targeted
by CF

Yes

Yes

FN(CF) UNKNOWN TP(CF) TP(CB)
92.5% 83.34% 4.19%

66.91%

UNKNOWN
96.87%
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Detecting targeted ads with eyeWnder

Evaluation of non targeted

Evaluation results

eyeWnder
Classification

Total Ads = 6743 | 100%
Evaluation of targeted

r

TN(CR)

Static Ads = 65601 97.29%

Targeted Ads = 1831 2.71%

No Yes

27.27%

43551 91.28% as semantic

overlap

136 | 3.13%

Labeled
by CF

Targeted
by CF

FN(CF)
66.91%

UNKNOWN
96.87%

Final TN

16 FP(CR)

1671 91.26%

Q:‘?

Final result

601 95.8% as semanti

overlap

4161 8.71%

Targeted
by CB

Labeled 1 217.5%
by CF

Yes

Targeted
\ by CF

Final TP

TP(CF)
83.34%

TP(CB)
4.19%

\_  87%

/

\_ 78%
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probability

Socio-economic analysis results

0.30
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Predicted probability for a targeted advertisement to be delivered to a user, vs. three
independent variables with statistically significant levels.




Conclusions

Crowdsourcing makes targeted detection easy
The price for this is the need for some privacy preserving analytics
We have presented a first simple algorithm for detection

How much can it be improved?

More and larger experiment?



