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First ever display ad (1994)



Some history



⅓ of digital advertising is display (banners)

https://www.iab.com/insights/internet-advertising-revenue-2019-half-year/



Programmatic RTB auctions in action



Is this ad 
targeted? 

How about 
these ones?



Why do we need to know if an ad has been targeted? 

Enforcement of data protection laws & self-regulation initiatives:

• EU GDPR → no targeting on sensitive personal data
• FTC COPPA → no targeting on minors
• AdChoice, DNT → do they work?

Advertising analytics:

• Who targets a particular audience?
• Which audiences are more targeted?



State of the art: Content-based detection

1. Label visited web-pages
2. Label received ads
3. Compute correlation

Passive → web-log analysis (Sunlight, Lecuyer et al., CCS’15 )

Active → artificial “personas” (Carrascosa et al., CoNEXT’15 )



Artificial persona based detection

CLEAN PROFILE/BROWSER

TRAINING WEBPAGES

NEUTRAL WEBPAGE

(PhantomJS)



Limitations of content-based detection

• Complex
• Slow
• Not scalable
• Intrusive 
• Cannot detect implicit 

targeting 



Sometimes it's all about changing view point

Earth vs. Sun

Content vs. Frequency 



Targeted ads follow you around

• Detection via simple counting

• No need for content analysis

• No NLP, No ML

• No need to inject traffic

• Real-time

• No prob with indirect targeting



A simple algorithm



Detects & annotates all rendered 

ads
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System architecture and information flow

Frond-end

Evaluation
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Database server
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...

Browser
Extensions

2. Data 
storage
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Privacy preserving protocol
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The effect of the privacy preserving protocol on the computation of the #User 
distribution (number of users who saw a given ad α) and its threshold for three 

different weeks.

Impact of the privacy preserving protocol 



False Negatives % Vs. Frequency Cap using two different thresholds 
(Mean, Mean + Median) for both variables (#Usersα , #Domainsu,a)

Simulation: <2% false positives, few false negatives 



(the most painful) Live validation (ever)

1000 users within 1 year

100 from CrowdFlower for 3 weeks

Users from all over the world

6743 ads within the 3 weeks control experiment

NO GROUND TRUTH!!!

Real time parallel crawling to detect static ads

Combination of manual and semi automatic inspection of targeted ads  



Evaluation of targetedEvaluation of non targeted
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Evaluation results

1. Check if we detect 
the ad using clean 
profile (Crawling)



Evaluation of targetedEvaluation of non targeted
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Evaluation results

2. Check using content 
based detection

(Semantic overlap)



Evaluation of targetedEvaluation of non targeted
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Evaluation results

3. Check real users 
annotation



Evaluation of targetedEvaluation of non targeted
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Evaluation results

4. Check Unknown



Evaluation of targetedEvaluation of non targeted
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Evaluation results

Final TP 
78%

Final TN 
87%

Final result



Socio-economic analysis results

Predicted probability for a targeted advertisement to be delivered to a user, vs. three 
independent variables with statistically significant levels.



Conclusions

Crowdsourcing makes targeted detection easy

The price for this is the need for some privacy preserving analytics

We have presented a first simple algorithm for detection

How much can it be improved?

More and larger experiment?


