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Data Transparency: Concerns

and Prospects

By NIKOLAOS LAOUTARIS
Data Transaprency Lab, Barcelona 08019, Spain

I. INTRODUCTION

The question of “how far” technologies and business models of the web should
go into collecting personal data of unassuming, or at best moderately informed

data protection problems, as
well as to point toward concerns
and challenges to be addressed
in order for this to materialize.
Most of the discussion applies to
the use of personal data by mar-
keters on the fixed and mobile
web, but some parts may also
be relevant to other online and
offline use cases and/or types of
data (e.g., off-web health and
financial data).

For years, the practice of col-
lecting data on individuals at
unprecedented scale was a not
an issue for most people, for the
simple reason that the public,
and even governments, were just
unaware of its magnitude, pre-
cision, and detail. The last few
years, however, attitudes have
started to change and the topic
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The utility-vs.-privacy tradeoff
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Tragedy of the commons around privacy

_ Garrett Hardin, 1968
Internet company in -.

Web Economy ... crossing privacy red lines

The “commons”;: consumer trust on the web and it’'s business models



Transparency & Data Protection

. Transparency for
The industry self-regulation/compliance audits.

; - Transparency as an audit tool for DPAs and
Who will overlook these rules? The government other monitoring and enforcement
authorities.
Should there be any rules?

Individuals Transparency as a user empowerment tool.

Nothing to do then. Let's
hope for the best.

Should online marketing be

allowed to use personal
data?

Patch or redesign the web
to stop all information
leakage.



Transparency Software

Creation of the first DTL tool

Sheriff

Detecting Price

Discrimination
) ) Jakub Mikians
1. Select price 2. Check it
UPC (now Amazon)

Availability: In Stock M

m s o he«
Price: $200-50 S{EXT, 189.00 |o
o cl

Check it lxt

10 or more $105.40 t
3. Examine differences
S, Safari, Spain $189.00
Firefox, Spain $189.00
m, Liege $165.99
Sao Paulo $189.00 Kostas Iordanou
d, T $189.00 .

e Telefonica-UC3M
ainy, Berlin $201.50




(3 eyeWnder Ads
-~ Analyzer

Tools & Options
Browsing History Tools J

eyeWnder Options J

Detected Ads are annotated with the
following images. & @ Click when
you see one to get more info about the Ad.

Note that eyeWnder Ad detection is not

working when you are also using an Ad
Blocking extension.

0% 1100%

Training Status: | 100%

For more information click here - Ver. 0.1.3

Detects & annotates all
rendered ads

WhY R} D
o
KALOAD Z40
Smart Watch

WIGED

CULTURE DESIGN SCIENCE

SECURITY

Bang good

S~ . com

Lowest Price

$29.99

SECURITY

a : :
¢ Deberia comprar acciones ahora?

Si tiene una cartera de valores igual o superior a
350.000 €, y quiere saber mas sobre la direccion del
mercado de valores, lea nuestra guia "Perspectivas
de los mercados”. FISHER INVESTMENTS ESPANA’

iDescubra

mas aqui!




eyeWnder Ad Results - Ad ID: 7dd66cfb-38a3-45a0-9cfc-d64d0f5b195d

Check your browsing history using the eyeWnder analysis tool:  Analysis Tool

Selected Advertisement

User Feedback: ( Do you think it was a targeted ad? EJ

Users Demographics Similarity

How similar are you to
others that have seen this

Seen by 3 users ( 0 = Not so Similar, 1 = Very Similar ) show more

ad?
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
Advertisement Information Table
This ad takes you to: | https://subscribe.wired.com/subscribe/wired/103100?source=WIR_Footer_IntiTargeting_Apri16

This ad is about:

People & Society > Men's Interests
Books & Literature > Magazines
News > Technology News

Analyze Advertisement

Get Intermediaries

eyeWnder ©




This talk is about

) how much advertisers
pay to show you an ad

geographical aspects of
tracking




If you are not paying for it, you are the product:
How much do advertisers pay to reach you?

Panagiotis Papadopoulos
FORTH-ICS, Greece
panpap@ics.forth.gr

Pablo Rodriguez Rodriguez
Telefonica Alpha, Spain
pablo.rodriguezrodriguez@telefonica.com

ABSTRACT

Online advertising is progressively moving towards a programmatic
model in which ads are matched to actual interests of individuals
collected as they browse the web. Letting the huge debate around
privacy aside, a very important question in this area, for which little
is known, is: How much do advertisers pay to reach an individual?

In this study, we develop a first of its kind methodology for
computing exactly that - the price paid for a web user by the ad
ecosystem - and we do that in real time. Our approach is based
on tapping on the Real Time Bidding (RTB) protocol to collect
cleartext and encrypted prices for winning bids paid by advertisers
in order to place targeted ads. Our main technical contribution is a

method for tallying winning bids even when they are encrypted.

We achieve this by training a model using as ground truth prices
obtained by running our own “probe” ad-campaigns. We design our
methodology through a browser extension and a back-end server
that provides it with fresh models for encrypted bids. We validate
our methodology using a one year long trace of 1600 mobile users
and demonstrate that it can estimate a user’s advertising worth
with more than 82% accuracy.

Nicolas Kourtellis
Telefonica Research, Spain
nicolas.kourtellis@telefonica.com

Nikolaos Laoutaris
Data Transparency Lab, Spain
nikos@datatransparencylab.org

of auctions is the Real-Time Bidding (RTB) protocol for transact-
ing digital display ads in real time. RTB has been growing with
an annual rate of 128% [80], and currently accounts for 74% of
programmatically purchased advertising. In US alone it created a
revenue of $8.7 billion in 2016 [8].

Consequently, the collection of user personal data has become
more aggressive and sometimes even intrusive [29, 33], raising a
huge public debate around the tradeoffs between (i) innovation
in advertising and marketing, and (ii) basic civil rights regarding
privacy and personal data protection [51, 55]. These increasing pri-
vacy concerns, drew the attention of a significant body of research,
which studied users’ privacy loss in conjunction to existing user
tracking techniques [1, 17, 21, 52, 60], and proposed various de-
fence mechanisms to users [59, 64, 65]. Still, there is an outstanding
question that remains unaddressed by the related work in the area.
This question concerns transparency and is the following: Based on
the exposed user personal data, how much do advertisers pay to reach
an individual?

Despite the importance of this question, it is surprising how little
is known about it. There exist several reports about the average
revenue per user (ARPU) from online advertising [13, 30, 67], but

ACM IMC 2017

November 1-3
- London, UK
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Programmatic auctions over RTB

Ve | Available
ad-slot
E ' 0.95CPM
At ) ) ég%ssion)

Website on

»
the Ad Exchange 'mpression )
user’s (ADX)
browser
Demand Side
Platforms

(DSPs)

12



RTB price notification channel

Real-time

— (’".
@ (18| G
Impression S
delivery A
au-dIuL (i) you won,

(ii) here’s the charge price
(iii) the impression is
rendered successfully ‘ 1. 5 cp

jmpression)

g (+i
f 'hpress,'On )
e
Winning .
notification Demand Side

nURL example: orms

cpp.imp.mpx.mopub.com/imp?ad_domain=amazon.es&ads_creative_id=ID&bidder_id=ID&..&bidder_nam PS)
e=..&
charge price=0.95&country=ESP&currency=EUR&latency=0.116&mopub_id=ID&pub name-=.. 13



Tapping RTB for user valuation

2 The Boston Globe -

B — The Boston Globe

€ X www.bostonglobe.com | @

] 2 5
Ll » o — ¥
L S ¥ AdVal Hist f Cha ed Py
TR S suBSCRIBE Now @ Get uniimited access to Globe.com today =
User Version 0.843 YourAdValue

History of Charged
s...ion ‘d' : 4 Metro Sports Business & Tech Opinion Politics Lifestyle Arts Cars Real E Price:y g
-Value: 0.008% D S EIEY
Trump administration = < " a .
-~ Jerry Remy hopes his eswaT 3L
117 latest cancer revelation ot 7 % Neyt
Ads clicked: 1 Mar-a-Lago photos offer close peek & am will help others i
~Value: 0.198 at US security—maybe too close e oy s o - liczecpe tonreTiy

t=CP
Story%2F 288-best-free-android-apps.html
©>0.20

3)1487023793919 https://secure-ams.adnxs.com/ab?

e=wqT _3QKs8 |

Value generated:

net/acl

-This session: 0.198%
-Today: 0.1988%
-Last 7 days: 0.198%
-Last 30 days: 0.576%

PP->WKIGOAACIALKTYCSAAKIBDY-eVAUDWUIIKbQ

Cleartext: 2 Encrypted: 1
Cloartext: Total 0.4 CPM. Average 0.2CPM

Jerry Remy being treated for
relapse of lung cancer

0.865 3
A plugin for your browser that combines your The same service as FDVT but for RTB based

online activity with Facebook’s Public APIs to programmatic advertising
estimate your advertising value

DEMO VIDEOQ: https://voutu.be/QPfc-gXGdil



https://youtu.be/QPfc-gXGdjI

Methodology

. Winning bid important features from unencrypted RTB
. “probe” ad campaigns for encrypted RTB

. “probe” campaign winning bids as ground truth for
training a classifier for encrypted RTB



Methodology

I Price Mode“ng Engine Dataset from ad-campaigns & contributions
" WIth ;ea rtext & encrypted prices ;
Ad-campaign, configuration '

| Anonymously contribute |
I ta: " ly i P 4 setups, ADXs with cleartext |
li MGl eneoLTLennc.n | Dimensionality 'j-—- & encrypted prices, regular |
j Cleartext & encrypted prices | reduction | i intervals i!

SCF
Modellng encrypted prices

enawted Dl‘iCGS Cumulative value of user u

for time period T
V(T) = Z ¢, + Z ESe,
RTB charge price c, cleartext prices
notification filtering

| &metadata collection - Web Browser + YourAdValue |




Evaluating our approach

* Offline year-long (2015) dataset D with Metric i
mobile traffic from 1600 real users Timeperiod | 12

Impressions | 78,560

IAB 18
* Weblog Ads Analyzer: ;Tf,;?:hrzr‘:f
> filter RTB traffic and RTB ~5.6k/m

> extract features (auction’s metadata and user data) from nURLs| publishers | onth




Real probing ad-campaigns

* 2 real probing ad-campaigns in 2016 (A1, A2):
various experimental setups

Cities

Time of day

Day of week
Type of device
Type of OS

Ad-format
(smartphone)

Ad-format (tablet)

Ad-exchange

Content category of
publisher

Madrid, Barcelona, Valencia,
Seville

12am-9am, 9am-6pm,
6pm-12am

Weekday, Weekend
Smartphone, Tablet
iOS, Android

320x50, 300x250, 320x480 or
480x320

728x90, 300x250, 768x1024
or 1024x768

MoPub, OpenX, Rubicon,
DoubleClick, PulsePoint

all 1ABs possible

Metric D Al A2
(enc) (clr)

Time period | 12 months | 13 8 days
days

Impressions | 78,560 632,66 | 318,96
7 4

IAB 18 16 7

category of

publishers

RTB ~5.6k/mon | ~0.2k ~0.3k

publishers th




Features that affect prices

* application/web-browser

* device type

e user location

 time of day

e day of week

e ad format

¢ pUbliSher |AB Categories (“Business & Marketing” more expensive than “Science”)
* ad exchange



Encrypted Vs. Cleartext prices

CDF

100% -
80% | ¥/
-,’
60% | ]
40% | A1 enrypted-2016 =
S
-clearte .
20% | D-mopub-2015 =
D-cleartext- 2015(2m
== D -mopub- 2015(2m
: |
0.01
Charged price (CPM)

Comparison of price distributions
between cleartext and encrypted,

for different time periods and
datasets (D vs. Al and A2).

100

“It's safee,assume thot
encrypted prices#ollow the
same distfibution withweleartext
prices.”

price distribution of encrypted prices (Al):
— distinctly different

— about 1.7x higher median value than
cleartext prices (A2)



How much do advertisers pay to reach

you?
100%
90:/0 * Cumulative cost from encrypted prices:
800/0 cannot surpass cleartext (still
ggof’ dominant).
L 0
8 50%
ggzjo * some users more costly than others
(¢}
20%
10% * median user costs 25 CPM

0%

(73% of the users cost < 100 CPM)

104 10" 10° 10" 10° 10° 10°
Cumulative user cost (CPM) * 2% of users cost 10-100x more to the
ad-ecosystem than the average user!
cleartext — est. encrypted ]
Cleartext (time corr.) total
Cumulative CPM paid per user
in our

year-long dataset (2015)



Tracing Cross Border Web Tracking

Costas Iordanou
TU Berlin / UC3M
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ABSTRACT

A tracking flow is a flow between an end user and a Web track-
ing service. We develop an extensive measurement methodology
for quantifying at scale the amount of tracking flows that cross
data protection borders, be it national or international, such as the
EU28 border within which the General Data Protection Regulation
(GDPR) applies. Our methodology uses a browser extension to fully
render advertising and tracking code, various lists and heuristics to
extract well known trackers, passive DNS replication to get all the
IP ranges of trackers, and state-of-the art geolocation. We employ
our methodology on a dataset from 350 real users of the browser
extension over a period of more than four months, and then gener-
alize our results by analyzing billions of web tracking flows from
more than 60 million broadband and mobile users from 4 large
European ISPs. We show that the majority of tracking flows cross
national borders in Europe but, unlike popular belief, are pretty
well confined within the larger GDPR jurisdiction. Simple DNS
redirection and PoP mirroring can increase national confinement
while sealing almost all tracking flows within Europe. Last, we
show that cross boarder tracking is prevalent even in sensitive and
hence protected data categories and groups including health, sexual
orientation, minors, and others.

[Distinguished paper award]

Georgios Smaragdakis
TU Berlin
georgios@inet.tu-berlin.de

Nikolaos Laoutaris
Data Transparency Lab / Eurecat
nikos@datatransparencylab.org

1 INTRODUCTION

Online advertising, including bahavioral targeting over the Real
Time Bidding protocol (RTB) [60], fuels [25] most of the free ser-
vices of the web. In its principle, the concept of targeted (or per-
sonalized) advertising is benign: products and services offered to
consumers that they truly care about. It is in its implementation and
actual use when controversies arise. For example, tracking should
respect fundamental data protection rights of people, such as their
desire to opt-out, and should keep clear from sensitive personal
data categories, such as health, political beliefs, religion or sexual
orientation. One of the most important changes on how to process
and store personal data is the European Union General Data Protec-
tion Regulation (GDPR) [4]. GDPR offers protection to European
citizens across a wide range of privacy threats, including tracking
on sensitive categories such as those mentioned above. Now that
Europe’s new data protection law is in place (implementation date
of the GDPR across the European Union was on May 25, 2018; the
regulation entered into force on May 24, 2016), the next challenge
becomes implementing it in practice. GDPR has provisions that
include steep fines reaching up to 4% of worldwide turnover or
20 million euros, whichever is higher, for any company found in
violation. Monitoring the effectiveness of the law, investigating

complainFs: and prosecu ACM IMC 201 8

Oct 31 - Nov 2, 2018

Boston, MA,VL_JSA




Methodology

/ Browser extension with real users

Domain IP

tracker.com 213.121

~

Mapping Table - example.com

.66.99

analytics.com | 130.12.88.110 Parser

\

N

Source country 3" party flow

Mapping IP(s)

Correction

Script

Filtering

< RIPENCC

RIPE NETWORK COORDINATION CENTRE
https://ipmap.ripe.net/

|

Destination country

Spain http://tracker.com

213.121.66.99

Ad + Tracking

Germany

France http://example.com

145.100.210.5

Clean

USA

23



Results - EU 28 confinement level

Asia . Africa

0.15% %(s)isa%

'0.98%

EU 28
33.16%

EU 28 EU 28

EU 28
84.93%

N. America
65.94%

N. America
10.75%
Oceania Oceania
0.04% 0.01%
Rest of Europe Rest of Europe
0.47% 3.07%
S. America S. America
0.20% 0.17%
MaxMind RIPE IPmap
geo-location geo-location

24



What about sensitive websites?

TYPES OF THE HOMAN RACE.

Sensitive categories as defined by GDPR

Political Religon Genetic &
beliefs biometric data

Sexual
Orientation

25



Sensitive websites based on EU 28 users

health

C gambling EU2884.90%
S c
) Q
= =
S +
E :
> )
.= pregnancy 0
= c
2 IS
©
3 sexual <
orientation || == - =
» R —— N. America 12.07% 8
p011t1cs| =
Rest of
pom| Europe 2.40%
rehgl'on I Asia 0.23%
ethnicity -

1 gllllni' Africa 0.19%
alcohol *
cancer S. America 0.13%
death -

Oceania 0.04%
26



Scaling up — From real users to ISP flows

Datasets
List of Ad + Tracking IPs ISPs Datasets
Name Country | Demographics
k DE-Broadband | Germany | 15+ Million broadband households
< 28k IPs DE-Mobile Germany | 40+ Million mobile users
_— + PIL Poland 11+ Million mobile and broadband users
a— HU Hungary | 6+ Million mobile and broadband users
[ ]
Four 24h daily
snapshots
1. 2. 3. 4,
Wednesday Wednesday Wednesday Wednesday

Nov. 8, 2017 Apr. 4, 2018 May 16, 2018 June 20, 2018



Scaling up — Continent level ISPs results

® DE-Broadband ® DE-Mobile ®PL HU
Nov 8 April 4 May 16 June 20 Nov 8 April 4 May 16 June 20 Nov 8 April 4 May 16  June 20 Nov 8 April 4 May 16  June 20
Asampled Tracking 1,057.0 | 1,2008 | 1,1053 | 963.4 70.4 77.4 70.8 74.5 13.8 13.8 12.4 11.9 43.3 50.2 393 336
Flows (in Millions)
EU28 88.5% 87.7% 86.5% 88.3% 91.1% 90.8% 89.9% 92.5% 77.5% 75.6% 74.7% 75% 89.5% 93.1% 92.4% 91.6%
North America 10% 9.3% 9.2% 8.4% 6.9% 6.6% 6.4% 5.1% 19.8% 21.5% 22% 21.3% 10.2% 6.3% 7% 7.7%
Rest Europe <1% 1.7% 2.9% 1.8% <1% 2% 3.1% 1.3% 1.9% 1.9% 1.7% 3.4% <1% <1% <1% <1%
Asia <1% <1% <1% <1% <1% <1% <1% <1% <1% <1% <1% <1% <1% <1% <1% <1%
Rest World <1% <1% <1% <1% <1% <1% <1% <1% <1% <1% 1.1% <1% <1% <1% <1% <1%
Nov 8 April 4 May 16 June 20
100 B
X ogof e T S
E o —0-
g 80 r— —— ° = T l__J —
70
3 I
60
< I
8 50 i
40
%0 |
) 30 i
W 20 |
10 |

1 2018 : :
Lo > Timeline

GDPR activation
date May 25"




Country level confinements

ISPs dataset at April 4%

‘France - 1.85%

Germany - 69.00%

DE-Broadband
Ireland - 5.20%

Netherlands - 7.86%
1Rest World - 6.42%

| United States - 9.67%

I France - 6.89%
Germany - 20.45%

Netherlands - 32.86%
PL

| Rest World - 13.97%
e UK - 5.14%

|United States - 20.69%

Germany - 67.31%

DE-Mobile Ireland - 5.75%

taly - 6.67%
s Netherlands - 6.77%

1Rest World - 5.75%
I United States - 6.64%

Austria - 62.31%

Germany - 11.59%
Hungary - 6.85%
Netherlands - 4.72%
IRest World - 7.67%

I United States - 6.86%

29



Can we further improve localization?

Two approaches:

1. Using DNS optimization

Group server IPs (locations) based on:

a) Fully Qualified Domain Names (FQDN) i.e.,
sub_d.tracker.com

b) Top Level Domain plus one (TLD+1) i.e., tracker.com

2. Using PoP Mirroring

Deploy/migrate PoP servers based on cloud services
datacenters availability



Optimization policy

EU 28 localization improvement

TLD+1 & 99.20% |
PoP Mirroring 68.12% '

92.09%
PoP Mirroring
30.79%

66.13% Country

TLD+1 DNS : , -

93.53%

FQDN DNS
52.15%

Default

| 25 50 75 100%
% % % 31
Overall confinement percentage



Ongoing work

Who's tracking sensitive How can we tell if a
domains? domain is sensitive?



people don’t care about privacy

(some say)



some other things people didn’t care about






flight security




kids playing with melted glass
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kids playing with melted iron




kids playing with power tools

| R J&___\ﬁ
POWER vitE gwsqu

\TE£D

A A '-', | IE OWN CAES .':;ll‘—.»-’».'
CIRCULAR saw ~ 77 HAND DRILL
ST EXTAL R J e WITH TAEL 1Y

still available at ebay



kerosene train

haven’t located one yet






Won’t be long before we look back and
shake our head




Thank youl!

| @DTL

| hate Tragedy




