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The utility-vs.-privacy tradeoff



Internet company in 
Web Economy … crossing privacy red lines

The “commons”: consumer trust on the web and it’s business models

Garrett Hardin, 1968

Tragedy of the commons around privacy



Transparency & Data Protection



 
Transparency Software
Creation of the first DTL tool

Jakub Mikians
UPC (now Amazon)

Kostas Iordanou
Telefonica-UC3M



Detects & annotates all 
rendered ads





This talk is about

how much advertisers 
pay to show you an ad

geographical aspects of 
tracking
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A)

B)





How much do advertisers actually pay 
to reach you?

Internet Measurements Conference [IMC'17] - 
P. Papadopoulos
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Programmatic auctions over RTB
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Ad Exchange 
(ADX)

Real-time 
Auction

Website on 
the 
user’s 
browser

Demand Side 
Platforms 

(DSPs)

Bid Request 

(+user info)

Bid Request 
(+user info)

Bid Request (+user info)1.35 CPM (+impression)

0.95 CPM 
(+impression)

Available 
ad-slot



1.35 CPM (+impression)

0.95 CPM 
(+impression)

RTB price notification channel

Internet Measurements Conference [IMC'17] - 
P. Papadopoulos
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Available 
ad-slot

Ad Exchange 
(ADX)

Real-time 
Auction

Website on 
the 
user’s browser

Demand Side 
Platforms 

(DSPs)
nURL example:
cpp.imp.mpx.mopub.com/imp?ad_domain=amazon.es&ads_creative_id=ID&bidder_id=ID&..&bidder_nam
e=..&
charge_price=0.95&country=ESP&currency=EUR&latency=0.116&mopub_id=ID&pub name=..

WINNER

A
D

Impression 
delivery

(i) you won,
(ii) here’s the charge price,
(iii) the impression is 
rendered successfully

Winning 
notification



Tapping RTB for user valuation 

A plugin for your browser that combines your 
online activity with Facebook’s Public APIs to 

estimate your advertising value

DEMO VIDEO: https://youtu.be/QPfc-gXGdjI

The same service as FDVT but for RTB based 
programmatic advertising

https://youtu.be/QPfc-gXGdjI


Methodology

1. Winning bid important features from unencrypted RTB 

2. “probe” ad campaigns for encrypted RTB

3. “probe” campaign winning bids as ground truth for 
training a classifier for encrypted RTB



Methodology
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Evaluating our approach

• Offline year-long (2015) dataset D with 
mobile traffic from 1600 real users

• Weblog Ads Analyzer:
➢ filter RTB traffic and 

➢ extract features (auction’s metadata and user data) from nURLs
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Metric D

Time period 12 
months

Impressions 78,560

IAB 
category of 
publishers

18

RTB 
publishers

∼5.6k/m
onth 



Real probing ad-campaigns
• 2 real probing ad-campaigns in 2016 (A1, A2): 

various experimental setups
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Metric D A1 
(enc)

A2 
(clr)

Time period 12 months 13 
days

8 days

Impressions 78,560 632,66
7

318,96
4

IAB 
category of 
publishers

18 16 7

RTB 
publishers

∼5.6k/mon
th 

∼0.2k ∼0.3k 

Filter name Range of values (type) 

Cities Madrid, Barcelona, Valencia, 
Seville

Time of day 12am-9am, 9am-6pm, 
6pm-12am 

Day of week Weekday, Weekend 

Type of device Smartphone, Tablet

Type of OS iOS, Android

Ad-format 
(smartphone)

320x50, 300x250, 320x480 or 
480x320 

Ad-format (tablet) 728x90, 300x250, 768x1024 
or 1024x768 

Ad-exchange MoPub, OpenX, Rubicon, 
DoubleClick, PulsePoint

Content category of 
publisher

all IABs possible 



• application/web-browser
• device type
• user location
• time of day
• day of week
• ad format
• publisher IAB categories (“Business & Marketing” more expensive than “Science”)

• ad exchange

Features that affect prices 
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Encrypted Vs. Cleartext prices

“It’s safe to assume that 
encrypted prices follow the 
same distribution with cleartext 
prices.”

price distribution of encrypted prices (A1): 
→  distinctly different 
→  about 1.7x higher median value than 
cleartext prices (A2)

Comparison of price distributions 
between cleartext and encrypted, 

for different time periods and 
datasets (D vs. A1 and A2).
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How much do advertisers pay to reach 
you?

• Cumulative cost from encrypted prices: 
cannot surpass cleartext (still 
dominant).

• some users more costly than others

• median user costs 25 CPM
(73% of the users cost < 100 CPM)

• 2% of users cost 10-100× more to the 
ad-ecosystem than the average user! 

Cumulative CPM paid per user 
in our 

year-long dataset (2015)
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[Distinguished paper award]
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Mapping Table - example.com

Domain IP

tracker.com 213.121.66.99

analytics.com 130.12.88.110

… …

https://ipmap.ripe.net/
ABP 
Parser

Correction 
Script

&

Methodology

Source country 3rd party flow Mapping IP(s) Filtering Destination country

Spain http://tracker.com 213.121.66.99 Ad + Tracking Germany

France http://example.com 145.100.210.5 Clean USA

… … … … …

Browser extension with real users
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MaxMind 
geo-location

RIPE IPmap 
geo-location

Results - EU 28 confinement level



What about sensitive websites?
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Sensitive categories as defined by GDPR

Political 
beliefs

Race & 
Ethnicity

Health Sexual 
Orientation

Religon Genetic & 
biometric data



Sensitive websites based on EU 28 users
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Scaling up – From real users to ISP flows
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List of Ad + Tracking IPs

< 28k IPs

Datasets
ISPs Datasets

+

Four 24h daily 
snapshots

1. 
Wednesday
Nov. 8, 2017 

2. 
Wednesday
Apr. 4, 2018 

3. 
Wednesday

May 16, 2018 

4. 
Wednesday

June 20, 2018 



Scaling up – Continent level ISPs results
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Country level confinements
ISPs dataset at April 4th 
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Can we further improve localization?

Two approaches:

1.  Using DNS optimization
Group server IPs (locations) based on:
a) Fully Qualified Domain Names (FQDN) i.e., 

sub_d.tracker.com
b) Top Level Domain plus one (TLD+1) i.e., tracker.com

2. Using PoP Mirroring
Deploy/migrate PoP servers based on cloud services
datacenters availability



EU 28 localization improvement
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FQDN DNS

TLD+1 DNS

PoP Mirroring

TLD+1 & 
PoP Mirroring
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Ongoing work

Who’s tracking sensitive 
domains?

How can we tell if a 
domain is sensitive?



people don’t care about privacy
(some say) 



some other things people didn’t care about



smoke



flight security



kids playing with melted glass



kids playing with melted iron



kids playing with power tools

still available at ebay



kerosene train

haven’t located one yet



societies evolve



Won’t be long before we look back and 
shake our head



Thank you!

I         DTL
I hate Tragedy


