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Birth of                             the Data Transparency Lab 



An impeding “Tragedy of the 
commons on the web” 

Internet company in  
Web Economy … crossing privacy red lines 

The “commons”: consumer trust on the web and it’s business models 

Garrett Hardin, 1968 





after 1.5 years  
 
… its time to move on 
 
… we still have vision 
 
… but also work to show 
 
… here come some Facts and Figures 
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# grants awarded in 2 rounds    



50K 



# of euros per grant    

• Very low admin/reporting overhead 
• But expecting to see running code …  
• 600K awarded in total so far 



“DIGITAL HALO” TOOL 
REVEALING AND 

CONTROLLING MOBILE 
PRIVACY LEAKS 

“WEB	
  PRIVACY	
  CENSUS”	
  

DATA-DRIVEN PRIVACY 
ANALYSIS FOR END-USERS 

FACEBOOK DATA 
VALUATION TOOL 

BALANCE	
  BETWEEN	
  PRIVACY	
  
AND	
  FUNCTIONALITY	
  

2015 Grantees 



DATA TRANSPARENCY LAB - EXAMPLE 1: FACEBOOK DATA VALUATION TOOL

Permits users to estimate how much money Facebook is making on them

A plugin for your browser that combines your 
online activity with Facebook’s Public APIs to 

estimate your advertising value

Demonstrates how factors like country, status, 
studies, etc. impact on a user’s advertising value

INFORMS INDIVIDUAL USERS
 REVEALS SOME MORE GENERAL TRENDS


DEMO VIDEO: https://youtu.be/QPfc-gXGdjI


LIVE DEMO

https://acrumin.cartodb.com/viz/

75d6d052-0648-11e6-8923-0e3ff518bd15/
public_map




A CENSUS THAT IDENTIFIES 
WEBSITES THAT TRACK USERS


TO SHED LIGHT ABOUT HOW 
TRACKING IS USED AND BY WHOM


DATA TRANSPARENCY LAB - EXAMPLE 2: PRIVACY CENSUS

Privacy Census



1000000 
15089 

103 

 
 



# sites crawled by Privacy Census every month  
# sites doing canvas fingerprinting (P. Census) 
# of new Apps detected to leak PII (ReCon) 



CHARACTERIZING	
  INDIRECT	
  
PRIVACY	
  LEAKS	
  IN	
  MOBILE	
  APPS	
  

FINDING	
  WALDO	
  IN	
  A	
  
HAYSTACK	
  OF	
  INFORMAL	
  
WRITING	
  STYLES	
  

DETECTION	
  AND	
  
CIRCUMVENTION	
  OF	
  AD-­‐BLOCK	
  
DETECTORS	
  

2016 Grantees 
PRIVACYMETER:	
  REAL-­‐TIME	
  
PRIVACY	
  QUANTIFICATION	
  
FOR	
  THE	
  WEB	
  	
  

ANTMONITOR:	
  ON	
  DEVICE	
  
NETWORK	
  MONITORING	
  

TRANSPAD:	
  BRING	
  
TRANSPARENCY	
  TO	
  
TARGETED	
  ADVERTISEMENT	
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2015 committee 

Krishna Gummadi 
Max Planck Institute 



2016 committee 

Balachander Krishnamurthy 
AT&T Labs--Research 

* 

“All hat and no cattle”,  
 
Texan quote 

* 
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# received submissions in 2 rounds    

• we only sent emails, twitted, and gave talks 
• submission open for 1-2 months 

… and its not like we are giving away millions  



350 
473 



#Reviews:  190 (2015), 160 (2016) 
#Comments: 137 (2015), 336 (2016) 
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# of DTL Conferences    



DATA TRANSPARENCY LAB: DTL ANNUAL CONFERENCE

A unique opportunity to connect different type of profiles working on Transparency

PARTICIPATION

•  80+ attendants
•  World-Class research, industry and 

policymakers participation
•  Definition of the Data Transparency Areas 

of Research and proposal of the 
Framework for Collaboration in DTL 
(Memorandum of Understanding)

THE BEGINNING: BARCELONA 
NOVEMBER 2014




DATA TRANSPARENCY LAB: DTL ANNUAL CONFERENCE

A unique opportunity to connect different type of profiles working on Transparency


HELD AT THE MIT MEDIA LAB (NOV’15) MEDIA IMPACT 

PARTICIPATION 
•  130+ attendants (plus 400+ remote audience)
•  Multi-disciplinary reach: 

•  Policy Making and Economic Development 
organisations: OECD, Open Data Institute, Centre 
for Information Policy Leadership…

•  Industry and design: Ghostery, AT&T; NewsUK, 
Design School at Politecnico di Milano, Office for 
Creative Research…

•  Research: 6 Grantees + 15 poster sessions.

KEY TAKEAWAYS 
•  Internet is evolving from being “user-centric” to 

being “data-centric”
•  Opportunities for companies to demonstrate best 

practices around usage of data and be transparent 
with end-users

•  Policy-makers and technologists must work 
together as technology is way more advanced 
than the current laws



DATA TRANSPARENCY LAB: DTL ANNUAL CONFERENCE


FOCUS


2016 Columbia University, NYC, November 
16th-19th 2016


Sessions


Co-Located Workshops


Hackathon


Practical steps towards transparency 
in industry, society and research

•  Research: presentation of ongoing research by DTL grantees 
•  Industry:  “Transparency from within”. How to organize a 

company for personal data transparency
•  Society: Data Transparency for Social Good
•  Economy: the Economics of Data Transparency
•  Users: user-centric Design for Personal Data Transparency
•  Awareness: Computational Journalism and Transparency

•  ACM  1st Data Transparency Workshop
•  FAT-ML: Fairness Accountability and 

Transparenyc in Machine Learning

18-hour hakcathon to explore new possibilities in data transparency
With the support and collaboration of Mozillla
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# days we’ll spend in NYC in Nov’16 

1.5 days of   DTL Conf 
 
 

1 Machine Learning & Privacy 
 
 

1 Systems/Measurements & Privacy 



I am done 

Hope to see you in New York  



Thank you! 
Let’s make the web economy sustainable! 

I         DTL 
I hate Tragedy 



To probe further 
•  $heriff extension available at http://sheriff.dynu.com/views/home 

•  DTL at http://www.datatransparencylab.org/ 

•  Publications 

o  J. Mikians, L. Gyarmati, V. Erramilli, N. Laoutaris, “Crowd-assisted Search for Price Discrimination in E-

Commerce: First results,”  ACM CoNEXT.13. [full version] 

o  J. Mikians, L. Gyarmati, V. Erramilli, N. Laoutaris, “Detecting price and search discrimination on the Internet,” in 

Proc. of ACM HotNets'12. [pdf] 

•  Blog 

o  Cows, privacy, and tragedy of the commons on the web  

http://www.thedigitalpost.eu/2016/channel-data-economy/cows-privacy-tragedy-commons-web 

 

 

 


